
 
Presentation title: Best Practices for Effectively Addressing Third-Party Security Risk  

 

Abstract: We’ve all heard about far-reaching supply chain attacks that shut down businesses 

and resulted in hefty regulatory fines—and we also know that every organization can be a 

target. What can be done to prevent and respond to such devastating cyber incidents?    

 

Dov Goldman will discuss the essential ingredients of a comprehensive third-party security 

risk management process, including:  

• Considering business context (inherent risk) of third parties  

• Security questionnaires that address regulatory requirements and industry 

standards External attack service assessments that check DNS servers, Web 

applications, and more Remediation plans and continuous monitoring 

 

               

Presentation Title: Cloud security starts at the edge – but which edge? 

  

Abstract: With people working from anywhere, coupled with the broad adoption and use of 

SaaS & IaaS services, and the de-perimeterization of the traditional network, there is an 

ever-increasing focus on shifting security capabilities to the cloud to cope with these 

changes.   

  

Traditional legacy security solutions struggle with cloud adoption, and this cloud-shift has 

bought about new methodologies and architectures such as Zero Trust. In addition, lots of 

industry voices are talking about what you should do: making it difficult to decipher which 

cloud security architecture is right for you. But not all cloud security architectures are the 

same! 

  

This session will introduce partners to iboss, its unique single edge containerised Zero Trust 

Edge architecture, key features & capabilities, and highlight how the very success of cloud-

first security strategies, and projects such as Zero Trust, are intrinsically linked to the cloud 

security architecture you adopt. 

 

 

 

 

 

 



           

Presentation title: Cyber Resilience and the Future EU Cybersecurity 

certification framework  

 

Presentation abstract: Governments around the world are responding to the issue of 

cybercrime and within the European Union, the EU Cybersecurity Act came into force in June 

2019. Cybersecurity Certification Schemes are in development for different categories of ICT 

products, services, and processes and it is probable that schemes will be mandated for 

certain cyber products and services before the end of 2023. According to the new rules, 

product and service vendors in the EU will be required to certify their services a single time 

before placing on the European market.   

 

At a national member state level, it will be necessary to designate or establish 

entities to meet obligations under the Act; namely Conformity Assessment Bodies (CABs) to 

carry out investigations in the form of audits etc., and a National Cybersecurity Certification 

Authority (NCCA) to supervise and enforce rules of European cybersecurity certification 

schemes. There is a third role envisaged for national accreditation bodies as providing 

accreditation and oversight to CABs and testing laboratories.   

 

In 2020, the National Standards Authority of Ireland (NSAI) were successful in securing 

funding under Connecting Europe Facility (CEF) Telecom Work Programme in order 

to develop capabilities as a CAB under the EU Cybersecurity Act. The project 

entitled “Advancing Cybersecurity Certification Capabilities with Cross-border exchange and 

Enhancing (business) Flows” (A4CEF) will run for a two-year period and will enhance NSAI’s 

capabilities in respect of provision of new cybersecurity service offerings including 

certification of cloud products and services.     

 

This presentation will provide an overview of the future national and EU Cybersecurity 

certification framework and of the activities planned in A4CEF. This initiative highlights an 

opportunity for NSAI and Ireland to develop its capabilities in the context of Cybersecurity 

and move into a rapidly growing technology area and keep Ireland relevant in the future 

term as a leading ICT player in Europe.   

Having a strong cyber security accreditation and certification infrastructure would be 

strategically important for Ireland, and for the EU particularly given the large number of 

cloud data centres in Ireland that are used by many EU businesses and citizens. However, it 

is important that an appropriate model is established for Ireland, and one that would help 

build national capabilities and capacity in a key area of cyber infrastructure.    

   

Benefits of participation include;    

• Learn about future obligations with regards to the Cybersecurity Act   

   

• Identify potential security gaps in existing products and services    

   



• Inform the development of future products and services’ portfolio in line with future 

regulation   

   

• Keep up with your competitors and ensure your cloud service/product offering is not 

excluded from market due to inadequate certification.   

 

 


