
AI-as-a-service in the near future.
But the cloud comes with new risks, chief among them 

ignorance of what exactly it is you’re signing up for. While 
cloud providers might offer sophisticated services for keeping 
data safe, your data in the cloud is still your responsibility, not 
the provider’s. Here, experts discuss what you need to know 
before selecting a cloud provider — and how to renegotiate 
security measures, if you’ve already signed a contract. 

Michael Conway, director of Renaissance, has noticed a 
shift in how organisations and individuals treat data in the 
wake of GDPR earlier this year, with the amount of data 
stored viewed as roughly proportionate to the risk of keeping 
it secure. Conway said: “We’re starting to see people take 
data a bit more seriously. We’re seeing organisations not only 
managing their data but getting rid of the data they don’t need, 
and making clear decisions on what is kept.”

While placing data in the cloud will potentially make it 
easier to manage, you’ll still be responsible for keeping it 
secure. “In terms of responsibility, the lines are actually quite 
clear,” Conway added. “If it’s data that you own, then you’re 
responsible. If you put it on someone else’s server and it’s 
compromised, it’s still your responsibility. The penalty, and 
the fines associated with protecting it, are all on you. Data 
can be an asset, but it can also be toxic. You don’t want that 
liability with data you’re not actually going to use.” 

Angela Madden, managing director of Rits Information 
Security, said: “People will assume the cloud is secure. Most 
people go to the bigger vendors, the likes of Microsoft and 
AWS, and assume that there’s a level of security in there. But 
before you sign up it’s important to check precisely what 
you’re getting for your money. 

“This means reading the terms and conditions closely, 
and knowing exactly what you’ll be storing in it: “There are 
various levels of managed security built into what you’ve 
bought, but even with something as simple as patching, 
people often assume the servers will are regularly patched, 
but your service might not include patching of your particular 
application. You have to check up ahead that it’s included.” 

The other issue is visibility: you can outsource your storage 
to cloud, but patching, vulnerability testing and access con-
trol all remain your own responsibility. Madden said: “Your 
focus now is around third-party management, and having 
visibility that they’re doing what you’ve asked them to do in 
the contract. You need to set up metrics and KPIs in relation 
to cloud security. Define these at the very start, before you 
sign your contract, because going back and negotiating will 
be difficult and could cost you more money.”

With cloud security, organisations are prone to failing at the 
first hurdle, by blindly trusting their service partners without 
asking the necessary questions. Conor Flynn, managing 
director of Information Security Assurance Services (ISAS), 
made the point that while they will have sophisticated se-
curity measures, the service provider will likely not be an 
expert on your particular data or apps. While multi-factor 
authentication will provide something of a quick fix, you’ll 
also need to conduct a thorough risk assessment of the pro-
posed infrastructure as a service (IaaS), software as a service 
(SaaS) or platform as a service (PaaS) solution, and prioritise 
the issues that need to be addressed. 

“There are many standards emerging in terms of cloud ser-
vice provider assessments,” said Flynn. “These are key; a badly 
configured cloud service is far worse than a well-configured 
on-premise solution. Look at the number of organisations 
in Ireland, and across the globe, suffering losses as a result 
of business email compromise. This is almost exclusively 
happening through CSPs offering email services. However, 
well-secured and managed cloud services are very secure, 
and would be recommended.”

Security measures and controls are never permanent; they 
need to be re-evaluated and reinforced over time, along with 
continual staff training and risk assessment. Vivienne Mee, 
founder of VM Forensics, said that while the advent of cloud 
has helped to significantly reduce data loss, as employees are 
no longer carrying around physical storage devices, they be-
come vulnerable by losing control and visibility of their data.

“A lot of businesses security management tools and pro-
cesses are not adapting quickly enough to manage security 
in the cloud,” she said. “Businesses are jumping to the cloud 
environments without fully understanding their capability, 
the risks, and the security measures required to ensure their 
data is safe.” 

Mee recommended, at a minimum, that organisations use 
encryption (either client side or server side), multi-factor 
authentication and carefully planned user-access rights. 

One upside of GDPR is that cloud service providers are now 
more responsible for the data they store. Mee said: “One of 
the biggest effects of GDPR on cloud computing is that cloud 
service providers will no longer be able to refer to themselves 
as mere processors and avoid the reach of data protection rules. 
The GDPR requires data processors, including cloud service 

providers processors, to develop and implement a number of 
internal procedures and practices to protect personal data.”

In recent years, global research and advisory firm Gartner 
has popularised the term ‘bimodal IT’, the practice of man-
aging two separate but complementary styles of work. One 
is cautious, and focused on consistent, reliable behaviour, 
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