
loud has gradually, 
dramatically tak-
en over computing 

— experts predict that, by 
2020, the market for cloud 

will be worth $411 billion. 
Aside from boosting mobile 
work and collaboration, and 
ensuring that files are never 
more than a click away, the 

hope is that the current wave 
of cloud computing will lay 
the foundations for further 
change, including the rise of 
IoT, machine learning and 

DATA AT 
REST, OR 
DATA AT 
RISK?
Róisín Kiberd looks at the recent 
developments, and the latest threats, 
to cloud security
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‘Man in the cloud’ attacks
For every innovation in cloud security 
there is a matching threat. One such risk 
is ‘man in the cloud’ attacks. Dr Vivienne 
Mee, founder of VM Forensics, explained: 
“A man-in-the-cloud attack is a newly 
uncovered attack that centres around the 
manipulation and theft of a user’s cloud 
synchronisation token. The attacker 
replaces the cloud synchronisation token 
for one that points to the attacker’s 
own cloud account and puts the original 
token into the selection of files that will 
be synchronised, the victim is led to un-
wittingly uploading their original token 
to the attacker. That token can then be 
used by the attacker to gain access to the 
victim’s actual cloud data.” 

Many cloud attacks take place where 
there’s no multi-factor authentication 
involved, and a phishing campaign kicks 
off the process of ‘credential harvesting’. 
Banking and financial services as well as 
the healthcare industry are particularly 
vulnerable to these attacks, which mal-
ware protection can help to avoid.

It’s also important to look for more 
ambient issues — Conor Flynn, managing 

director of Information Security Assur-
ance Services, stressed the importance of 
automated threat detection for flagging 
compromised data and odd behaviour.

“Compromises today may well be 
based on the advanced persistent threat 
model we have been hearing more about 
over the last couple of years, which is 
now becoming a reality,” he said. “These 
attack vectors are based on a network 
compromise in stealth mode; no flashy 
threats re ransoms or demands. They 
sit there like an advance party dropped 
behind enemy lines on a reconnaissance 
mission and report back in a covert 
manner. They’re very hard to detect, but 
highly effective for data exfiltration.”

A good risk detection system will mon-
itor your cloud for these threats. There 
are also familiar signs to watch out for. 
Mee explained: “There are a couple of 
key indicators or warning signs compa-
nies can be on the lookout for, including 
unusually high volumes of outbound 
traffic, mass deletion or uploading of 
files, and notification of altered login 
credentials.”
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Ireland has become a 
digital powerhouse. Rich 
with internet giants, cloud 

service providers and mul-
tinational heavyweights, 
the country’s digital econ-
omy is thriving and it now 
ranks sixth in the EU Dig-
ital Economy and Society 
Index.

Key to further growth 
is a digital ecosystem that 
supports innovation and 
anticipates – and adapts 
to – change. As businesses 
evolve into digital enter-
prises, they are producing 
and consuming more data 
than ever before. They must 
ensure that the data, now 
a commodity, is working 
for them: helping them to 
push boundaries and make 
a lasting impact.

The one-size-fits-all 
model no longer works; 
instead, businesses must 
engage with multiple pro-
viders in order to compete 
and thrive. To achieve this, 
they require a complete, in-
tegrated solution that al-
lows them to engage with 
innovative partners while 

also getting the greatest val-
ue from their data through 
the private exchange of data 
between businesses; this 
is called interconnection.

Equinix, the global inter-
connection and data centre 
company, meets that need 
with the Irish Channel 
Partner Programme. The 
bespoke programme, de-
livered through a number of 
partners, is designed to of-
fer game-changing digital 
solutions to end-custom-
ers that will set them apart 
and help them achieve 
their digital goals. On top 
of that, Equinix leverages 
its integrated network of 
47 different cloud service 
providers to ensure that 
customers can succeed in 
a digital ecosystem.

Kevin O’Connor, Equi-
nix’s channel manager for 
Ireland, said: “The channel 
has become a key element 
in enterprises’ routes to 
market and our Channel 
Partner Programme pro-
vides businesses with a 
truly end-to-end solution. 
With boutique offerings 

that are vital to business 
transformation success, 
we now have the resourc-
es, knowledge and envi-
ronment to address any 
business’s nuanced digital 
requirements – all under 
one roof. 

“We have invested sig-
nificant time and resources 
in creating this unique pro-
gramme. We work closely 
with our partners to ensure 
customers are getting tru-
ly ground-breaking solu-
tions that will propel their 
business forward, not just 
in Ireland, but globally, too.

“Our partners have ac-
cess to Equinix’s 200 data 
centres in 52 markets 
worldwide. This unlocks 
new revenue streams for 
them and also gives the 
customers that work with 
them the ability to scale 
quickly in key markets.

“What Irish-based busi-
nesses now have is a one-
stop shop that supports 
them in becoming world-
class digital enterprises.”

For details, contact 
01-4611245 or visit 

www.equinix.ie

A globally integrated 
ecosystem to help your 

business flourish
Equinix, the global interconnection 
and data centre company, creates 
custom plans to achieve digital goals 
and put your data to work


