
Test your limits and stay safe

As the malware landscape continues to evolve with new and 
greater threats, business can only stay ahead by investing in 
technology and in people, writes Jason Walsh
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Cybersecurity is 
founded on the prin-
ciple that nothing is 
ever completely se-
cure, which is why 

testing is so important. 
The thing about cyber at-

tacks is that they can happen to 
anyone at any time. It’s a hard 
reality for companies to swal-
low, knowing that upgrading 
your protections is mandatory 
and even then it’s not a guar-
antee that you won’t get hit.  

Part of that is down to these 
attacks becoming more so-
phisticated where, if hackers 
find a way to bypass protec-
tions, they will take full ad-
vantage of it.

The most recent incident 
involving this was British Air-
ways, which was the victim of 
a hack where details including 
names, email addresses and 
credit card details were stolen. 
Around 380,000 transactions 
were affected, and some se-
curity experts believe mali-
cious code was loaded onto 
the website, extracting credit 
card details as they were being 
typed in.

Angela Madden of Rits said: 
“The thing about it is there’s 
money in data and there’s 
money in credit cards so the 
people who are out there at-
tacking them and looking for 
the information, it’s worth 
their while to invest in hacks.

“What they’re doing is in-
vesting in time because they’re 
not like those script kiddies just 
out to deface a website. It’s 
worth their while investing 
their time in building up the 

profiles . . . it’s not just checking 
your website, it’s phishing, it’s 
social engineering, it’s physical 
security and going in and put-
ting in, say, a wireless device to 
capture people’s logging cre-
dentials, things like that.

“They’re willing to leave it 
sitting for a while or invest 
months into building up pro-
files of people to be able to do 
the whole spear phishing (an 
email targeted at a specific in-
dividual that looks like it’s from 
a trusted source). If they do it 
well, they end up with a lot of 
money out of it because they 
got good data out of it or they 
have gone off with the likes 
of credit cards or commercial 
intel.”

Looking at the situation, 
Madden said it brings atten-
tion to both a company’s online 
presence and the act of pene-
tration testing which attacks to 
identify weaknesses in a sys-
tem or network. While that’s 
useful, it does have its limits.

“Pen testing is to identify 
vulnerabilities, and stop the 
likes of losing your data, but 
the thing about pen testing is 
it’s a point in time and very 
specific,” she said. 

“You have an application 
or online service that you’re 
offering so your scope is very 
specific.

“What we’re seeing now is 
over the years, people’s infor-
mation security profiles have 
matured, and the security pro-
cesses have all matured and 
now what people are looking 
for is red teaming. It’s become 
very popular.” 

For those unfamiliar with 
red teams, it’s where an inde-
pendent group or organisation 
tests your security by carrying 
out a multi-layered attack on 
your systems. By doing this, 
it can determine how ready 
you are for a real-life attack, 
as well as identify weaknesses, 
vulnerabilities or risks with re-
gards to technology, people and 
physical infrastructure. 

It’s a more comprehensive 
method of stress-testing, giv-
ing it a significant advantage 

over pen testing.
“What they’re now doing is 

we think our security defenc-
es are best of breed and we’ve 
spent a lot of money on putting 
in other controls, we now want 
to test it,” Madden said. 

“It’s not limited scope which 
is what the red teaming is all 
about. It’s about checking all of 
our defences and seeing what 
is and isn’t working and where 
are we vulnerable. That’s defi-
nitely the way people are going 
now because we’ve matured, 

we’ve matured our profiles 
over the years and they now 
want to start testing how their 
investment is holding up.”

One potential weak point 
is the number of third parties 
you’re sharing or transferring 
data with. It’s easy to assume 
that this is already covered 
since there are agreements 
made, but sometimes the 
opposite can be true. It never 
hurts to test everything and 
keep an eye on any changes 
made.

“For third parties, people 
sometimes think that they 
have a contract, therefore they 
must be fine, but they don’t 
test that so you can never do 
enough testing,” Madden said.

“The thing about testing is 
it’s a point in time. If you start 
making changes at all, or your 
third party starts making 
changes, you’re nearly back 
to saying we need to do another 
test so it’s that line between 
doing the pen testing which 
is scope specific.”

Alongside that, the issue 
with company size is also a 
significant factor to consider. 
If a company is small, chances 
are it won’t have the necessary 
security measures in place to 
protect themselves. 

If that’s the case, Madden 
recommends doing the likes 
of pen testing to help them 
achieve a mature IT security 
profile.

“With the larger organisa-
tions who have what they con-
sider to be a mature security 

profile in place, they have to 
make sure they’re doing the 
likes of spear-phishing and 
testing those defences. This is 
to make sure across that across 
the board, they’re all working 
and that all the bits of tech-
nologies and the procedures 
and operations are working 
together.”

On the topic of third-party 
security providers, Madden 
says that companies should 
keep in mind who they out-
source to as it could create 
potential issues with regards 
to testing.

“When you’re outsourcing 
like that, people should keep in 
mind that they should be out-
sourcing independently of who 
provides services,” she said. 

“Say they got a third-party 
service provider who looks af-
ter all their IT, they shouldn’t 
be doing the testing because 
they’re not independent, 
they’ll be testing themselves.”

It is well known that the 
security threat landscape 
is constantly evolving, 
with the volume and 
complexity of threats 

always growing. As a result, 
the traditional approaches 
to cybersecurity – generally 
reactive in nature – are no 
longer able to keep pace.

Dr Karen O’Connor, general 
manager service delivery at 
managed service provider 
Datapac, said that the answer 
is to move toward active mon-
itoring technologies. 

“Malware and ransom-
ware are becoming increas-
ingly sophisticated, capable 
of recognising preventative 
technologies and methods 
such as sandboxing,” she said.

There must be investment 
in people as well, though, said 
O’Connor. Even the best gates 
will fail to keep out invaders 
if someone decides to open 
them. Unsurprisingly, crim-
inals are now attempting to 
do just that, by tricking indi-
vidual users.

“User-targeted threats are 
evolving with, for example, 
phishing emails becoming 
more and more difficult to 
identify. In addition to part-
nering with leading security 
providers such as Sophos, 
Datapac strongly encourag-
es its customers to provide 
comprehensive cybersecurity 
training to all staff,” she said.

This human aspect is often 
overlooked, she said, in the 
quest to use the latest whizz-
bang technologies to tick the 
security box.

“Even with heavy invest-
ment in technologies, a com-
pany’s security infrastructure 
is only ever as strong as its 
least aware user. To be on 
guard against complacency, 
user training must become a 
part of the culture throughout 
the organisation, not simply a 
project owned by the IT de-
partment.”

The technology does mat-
ter, however, and needs to 
keep pace with the nature of 
the threat. As a result, inviting 
a specialist managed service 
provider to deal with security 
will mean taking an ongoing 
approach to security rather 
than settling for a soon out-
dated, one-off investment.

“What is needed is ongo-
ing user awareness training as 
well as regular strategic tech-
nology updates and imple-
mentations,” said O’Connor.

“A managed service pro-
vider adds real value to a 
company by monitoring, 
updating and adjusting a 
company’s security solution 
to keep pace with its changing 
needs and the fast-moving 
threat landscape. MSPs can 
also help organisations to 
measure the level of aware-
ness among their staff. For 
instance, Phish Threat from 

Sophos tests employees’ abil-
ity to recognise and correct-
ly deal with phishing emails. 
Testing is an effective method 
in helping companies honest-
ly appraise the level of threat 
awareness in their organisa-
tion, which can then be ad-
dressed through workshops 
and training options. 

“One major technological 
advance in security has been 
the deployment of intelligent 
systems based on machine 
learning (ML).

“Machine learning is in-
deed an element of the most 
effective cybersecurity strat-
egies today,” said O’Connor. 

“This advancement requires 
the adoption of next-genera-
tion security solutions, with 
artificial intelligence (AI) and 
ML playing more of a role in 
threat identification and pre-
vention. 

“As threats become more 

complex, ML will see increas-
ing attention and investment. 
Already we have seen devel-
opments in ML in the context 
of cybersecurity, with much 
work done on balancing its 
capability in capturing grow-
ing variables along with keep-
ing it agile enough to perform 
smoothly.”

O’Connor said that Sopho-
sLabs, which has been gath-
ering data for over 30 years, is 
able to develop effective new 
methods of threat prevention 
through deep learning. 

“Modelled on the human 
brain, deep learning meth-
odologies process huge num-
bers of variables contained 
in vast amounts of data to 
predict emerging threats. 
Datapac works closely with 
global leaders like Sophos to 
provide Irish organisations 
with access to these advanced 
methods.”

Dr Karen O’Connor, general manager service delivery, Datapac

There’s 
money in 
data and 
there’s 
money in 
credit cards 
so people 
are out there 
looking 
for the 
information

Angela Madden, managing director, RITS Information Services: ‘You can never do enough testing’

Identifying weaknesses 
is key to protecting your 
company against cyber 
attacks


