
M
ore and 
more data is 
now stored 
i n  th e 
cloud, but 
the securi-

ty problems faced go beyond 
the capabilities of the average 
company.

Much of the talk surround-
ing security tends to focus on 
businesses themselves and for 
good reason. Every company 
is different and what might 

work for one may not be suit-
able for another.

Yet in placing too much 
responsibility on these com-
panies, we can miss the bigger 
picture. Cybercrime is a glob-
al industry and in the greater 
scheme of things it can have 
lasting consequences.

The complications multiply 
when you consider just how 
much data is stored on cloud 
services, on servers in differ-
ent counties.

“The latest threat or latest 
trend in the security world 
is how these cyber threats 
are going to be managed not 
only from a large corporation 
point of view, but also from a 
country or jurisdiction point 
of view, said Dr Vivienne Mee 
of digital forensics and data 
recovery company VM Fo-
rensics. 

“Even if you are doing 
something like using a cloud-
based environment or any in-
ternet, you’re going to have 
attacks from other sections, 
not just in your organisation. 

“I think people are a bit 
naive when they do move 
to the cloud environment. 
They think they’re going to 
be secure, but they may not 
be any more secure than they 
would be if they were using 
on-premise solutions.” 

She said a “mind shift” was 
necessary. “It will be a national 
or jurisdictional issue rather 
than a local IT guy” fixing your 

problem. 
That mind shift is import-

ant as companies are rarely 
limited to their own country. 
There are connections to mul-
tiple countries because of the 
services they use. With ran-
somware and malware attacks 
becoming a major business, a 
more concentrated and col-
laborative effort is required to 
tackle this, both on a national 
and larger level.

“For the purpose of the user, 
it should be a national incen-
tive for national security . . . 
[if] we were getting physical-
ly attacked, the nation-state 
would put up barriers to make 
sure we’re not going to be at-
tacked,” said Dr Mee. 

“When it comes to the in-
ternet, it could nearly have 
the same impact. It should 
be treated the same. Larger 
organisations are holding onto 
data . . . but the more [infor-
mation] there is [being held 
in the same place], the more 

they’re going to have to se-
cure [it]. 

“In an online environment 
where they’re probably not 
really sure where that disk is 
or a part of the data is stored 
– it could be Europe, it could 
be Asia, or a different juris-
diction that has fewer securi-
ty controls than the EU – you 
definitely have an issue then. 
If something goes wrong . . . 
they should know where the 
data is”.

The more we rely on the in-
ternet for work and services, 
the more we’re going to rely 
on these services to take the 
necessary precautions and 
keep data safe. Most of the 
time, the burden of respon-
sibility is placed on smaller 
companies which don’t have 
the necessary resources to 
properly analyse each deci-
sion they make.

“Cybercrime is a new in-
dustry,” said Dr Mee. “It’s 
been there a while, and it has 

grown. More and more we’re 
relying on the internet, on our 
data online and the cloud en-
vironments.

“Therefore the cloud en-
vironment needs to be more 
secure, but it’s not fair on 
the smaller companies who 
are using these types of in-
frastructure. They don’t have 
expertise in every cloud envi-
ronment or access to controls 
in systems to make sure that 
their end data is secure.”

That said, positive develop-
ments are emerging that make 
it a bit easier for businesses 
using cloud services. 

“We have noticed a shift 
[in how cloud services take 
responsibility],” she said. “My 
background is in forensics 
and we do that when cyber 
instances have occurred; we 
do a lot of forensic readiness 
to ensure that if people have 
moved onto the cloud envi-
ronment, that if something 
happens they can do the in-

vestigation, so we would go in 
and check to make sure there 
are logs. 

“We noticed that when we 
go to the likes of the larger 
organisations, they’re now 
offering us the logs, they’re 
now doing that as part of the 
T&Cs and they are cooperating 
which is massive compared to 
a few years ago where they 
would say they weren’t”.

Until now, many of the 
terms and conditions govern-
ing the use of cloud services 
put much of the liability for 
security on client companies, 
but that’s beginning to change. 

Mee said cloud services 
were also beginning to change 
the T&Cs to suit particular cli-
ents which is a useful devel-
opment.

Still, it’s best for compa-
nies to exercise due diligence 
if they’re moving to the cloud 
or already using it.

“There are benefits to mov-
ing and benefits to staying, so 

they need to look at the risks,” 
she said. “What are the worst 
risks to the organisation and 
then measure the number of 
risks versus the practical steps 
to move on, whether it’s going 
to be worthwhile or going to 
accept the risk or not.

“Then ensure that you’re 
going to a cloud environment 
that is reputable, that [you] 
can get a confirmation that 
there are security controls 
in place, that [you] know 
exactly where [your] data is 
going, that [you] have terms 
and conditions agreed and ac-
cepted on before [you] even 
move across.”

“Make sure organisations 
know what they’re signing 
up for and then once they’re 
happy, do a test run and then 
move it over and then do your 
security testing. Just because 
you’ve moved onto someone 
else’s environment doesn’t 
mean it’s secure: fine-tune 
the security testing.”

Dr Vivienne Mee of 
VM Forensics tells 
Quinton O’Reilly how 
SMEs can weather the 
cybercrime cyclone

Cyber crime is now 
the leading risk for 
businesses in Ire-
land. According to 
a PwC report, 49 

per cent of companies have 
suffered an economic crime 
or fraud since 2016; economic 
crime in Ireland is happening 
faster than anywhere else in 
the world.

“Shocking, but not surpris-
ing statistics,” said Michael 
Conway, director of data se-
curity distributor Renaissance 
Ireland. 

“We cannot underestimate 
the impact this is having on 

our day-to-day business ac-
tivity and risk mitigation for 
our businesses. 

“GDPR is one thing which 
we have all had to get geared 
up for this year, but in doing 
so we maybe have diverted 
our focus somewhat off the 
very real cyber-crime storm 
that is continually sweeping 
the country.”

It cannot be considered 
as just an IT problem. Often 
the attacks are targeted at 
the unsuspecting employee, 
with phishing a prominent 
technique for cyber-attacks 
(66 per cent), followed by 

malware (56 per cent) across 
all company departments. It 
is therefore critical that all 
business leaders are involved 
in the education and aware-
ness of their staff to mitigate 
the risk to their business at 
all levels.

Last November, Renais-
sance welcomed delegates 
from around the world to the 
Irish Management Institute 
(IMI) for the inaugural Cyber 
Expo Ireland. 

On November 28 this year 
(8am to 4pm), the IMI will 
once again host this event, 
bringing with it 25-plus in-

novative global solutions ex-
perts and brands in the cyber 
market who can talk with you 
on specific requirements for 
your business.

 “There is so much media 
hype about what you should 
be doing as a business, I feel 
it is our collective role as 
an ecosystem of IT security  
experts to ensure we give 
people the opportunity to un-
derstand multiple solutions 
and liaise with vendors,” said 
Conway. 

Register free at cyberexpo 
ireland.ie

Cyber Expo Ireland returning to 
lead fight against online crime

Some businesses find 
it difficult to get their 
heads around what 
exactly they need 
to do, yet it can be a 

matter of figuring out what 
risks and how much impor-
tance is weighed on each one.

“The big thing I use as a 
description to clients is risk 
appetite,” said Conor Flynn 
of ISAS. “The risk appetite has 
to be balanced between their 
aggression on delivering new 
products and services.

“It’s really important for 
information security and 
IT people to present the ra-
tional argument to business 
decision-makers so they can 
make an informed risk deci-
sion. Any part of business is to 
make risk-based decisions . . . 
[like] where am I going to put 
those efforts and resources, 
what are the value of the as-
sets to me, what’s the impact 
of it going wrong, and what’s 
the cost. It becomes a much 
clearer question to answer.

“The other thing is engaging 
with data governance at the 
earliest possible point in any 
new point . . . once they are 
engaged at the outset when a 
new project is only a thought, 
that means those principles 
will be enshrined from the 
beginning and will be far less 
costly rather than trying to put 
them in later”.

As our reliance on digital 
is now part of the very fab-
ric of society, the number of 
threats and problems faced 
has increased.

Flynn listed six things of im-
portance: Internet of Things 

attacks; the Network Infor-
mation Service directive that’s 
coming from the EU; business 
email compromise; cyber in-
surance; the increased reliance 
on hot-desking or flexibility 
with working arrangements; 
and the increased levels of 
collateral damage through 
state-sponsored attacks.

That is already a lot to 
think about, but to focus on 
the factors that directly af-
fect businesses, the likes of 
business email compromises 
and spearphishing are signif-
icant problems that happen 
because of lack of knowledge 
and guidance.

“Most of this is the failure 
of the customer and not the 
provider,” he said. “There are 
plenty of technologies and 
recommended settings from 
Microsoft that will ensure that 
this is extremely unlikely that 
this will happen. 

“But most people, even 
though they have the options 
paid for, don’t implement them 
because they don’t know and 
the service providers they use 
to help them with their cloud 
journey aren’t giving them the 
proper support here and, as a 
result, organisations are being 
hit terribly by business email 
compromise in Ireland.”

With regards to controls, 
one issue that Flynn is con-
cerned about is how business-
es can end up adopting a tick-
box compliance approach to 
compliance.

“There’s a significant risk of 
privacy principles in organisa-
tions being compromised for 
tick-box compliance,” he said.

“There are well guided and 
well-principled strategic 
leadership figures in an or-
ganisation, but they’re now 
under such pressure to de-
liver that they’ll move to the 
lowest common denominator 
possible when it comes to tick-
box regulations and forget the 
principles they started with.”

This can become an even 
greater problem when you 
consider just how much work 
is now done outside the office. 
Businesses and workers are 
looking at including flexibility 
in their work and while that 
might mean fewer commutes 
or more desks freed up, it also 
means a greater burden on 
security.

“If they can have hot-desk-
ing or flexibility in terms of 
working arrangements, not 
only is it more cost-effective, 
but it’s also attractive from a 
talent retention perspective 
in a day where it’s hard to get 
employees and you’re com-
peting for talent all the time,” 
said Flynn.

“But mobility comes with 
a cost for security if you don’t 
do it right because you’re now 

pushing the end point out to 
people’s mobile devices and 
they’re going to become more 
of a target rather than the tra-
ditional secure laptop which 
is easy to manage.

“The security around mo-
bile endpoint devices is some-
thing people are going to have 
to move around quickly”.

It’s worth mentioning that 
when talking about balancing 
security and usability that the 
word balance doesn’t exactly 
mean both are 50/50. It’s bet-
ter to think of it as a ratio that 
is different from business to 
business because the require-
ments and risks each one faces 
are different.

Ultimately, Flynn said that 
knowing your business is vi-
tal because if you don’t know 
what’s there, you’ve no way of 
protecting it.

“You can only protect what 
you know about and one of 
the problems with, let’s say 
an example like mobility and 
people with remote working 
and things like that, is the area 
of shadow IT, where the IT se-
curity and IT service provid-
ers of the organisation aren’t 
aware that people have been 
able to work around and use 
unofficial, uncontrolled, un-
protected systems for official 
work and their corporate in-
formation. 

“Shadow IT is one of the 
biggest risks when it comes to 
this sort of collateral damage 
because if IT security doesn’t 
know about it, they can’t pro-
tect it. 

“That’s the balance of se-
curing systems and still mak-
ing them usable is one of the 
real challenges for informa-
tion security people. It’s to 
balance that impact and like-
lihood versus the impact you 
have if you put on too much 
security.”

ISAS in like Flynn for 
secure solutions

The second Cyber Expo Ireland will take place on November 28 at the Irish Management Institute
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Knowing the risks is 
key when it comes to 
information security

Surviving a storm in the cloud


