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Tool up to ward off attacks as cyber-war
battleground moves to the cloud
Securing your business
with next-generation
software can save
hassle and money

G

one are the
days where a
solid security
set-up meant
having a firewall and anti-virus set
up. Nowadays, so many businesses are reliant on digital
services and software that a
broad suite of security tools is
needed to fight off attacks, the
majority of which are directed
towards virtualised services.
“In the business space,
it’s all about the cloud these
days,” said Liviu Arsene, senior e-threat analyst for cybersecurity software company
Bitdefender. “Everything is
as a service, it’s in the cloud
and because of that, threats
have also evolved to address
the cloud, which is why we
have developed technologies
specifically for the cloud,
specifically for those virtual
environments.”
Among the big problems
faced by businesses are Advanced Persistent Threats
(APTs), which exploit vulnerabilities in existing software,
either ones that are known but
are unpatched, or zero-day
vulnerabilities – those that
were not known until they
were exploited. For Bitdefender, staying a step ahead is key.
“Traditionally, the way to
protect against these vulnerabilities is to deploy security
software within the machine,”
Arsene said. “We developed
Hypervisor Introspection
Technology, which isn’t required to be installed within
the machine itself.
“It’s not like traditional
security software that you
install; it simply sits below
the system at the hypervisor
level, so that means you have
complete visibility into what’s
going on with that OS, even
if it’s compromised and the
operating system says there’s
nothing going on.
“Because you’re below the
OS, you can see that there’s
something definitely going on
in there. That’s something that
currently nobody has in the
industry and that’s all thanks
to the partnership we have
with Citrix and Intel.”
A major part of modern security measures is to add as
many layers as possible to your
security. As there are so many
entry points now – thanks to
the likes of the cloud, virtual
servers and ‘Internet of Things’
devices – it’s unrealistic to expect traditional tools to protect
everything.
With the likes of Hypervisor, Bitdefender’s aim is to
make the effort needed to successfully attack a business so
great that it isn’t worthwhile.
“It’s a new security layer
that basically increases the
cost of attack for attackers,”
said Arsene. “Usually with
APTs, you’re only talking
about how to minimise the
impact and the fallout of an
attack. Detect it as soon as
possible. It’s practically about
reducing the time of compromise: reduce the amount of
time the attacker spends in
your infrastructure – and
that’s what we’ve been focusing on in the past couple
of years, making sure that we
reduce that timeline at its very
narrowest.
“But with Hypervisor Introspection, you can pretty
much prevent any zero-day
vulnerability or known vulnerabilities unpatched from
being exploited.
“And that’s not all: Bitdefender is a technology company; we’ve been doing technology since 2001. We’re so
good at security technologies
that more than 40 per cent of
the security industry – our
competition – has at least one
Bitdefender technology integrated into their products. So
we’re really good at building
technologies and subsequently building security products
based on those technologies.”
For the average SME, a dependence on cloud-based

tools and virtualised services
means they will need something much more than the
standard security tools.
“Think of businesses that
are 100 per cent virtualised,
so they use SaaS (software as
a service) or IaaS (infrastructure as a service), and deploy
everything in the cloud. They
are cutting costs if they do that,
but at the same time they want
security, and not all security is
built equal,” said Arsene.
“There are traditional security and traditional technologies that once you install
them within a highly virtualised infrastructure, they
simply can’t cope with those
infrastructures – traditional
security systems like those
weren’t built for highly virtualised infrastructures.”
Part of the problem is that
for these traditional services,
you have to factor in things
like performance and usability, as virtual infrastructure is
dependent on the likes of RAM
usage and CPU consumption.
“Traditionally, security systems usually pump up those
resources quite a lot; they consume a lot of resources, which
in turn means costs the business,” said Arsene. “But once
you have security solutions
that are built and optimised
for those business environments and virtual environments, you can save costs. You
can run the same number of
tasks without increasing operational costs; you won’t be
charged more for using more
computing power if you use
next-generation tools built for
that infrastructure.”
Since the range of attacks
can be so diverse, Arsene
advised businesses to keep it
layered, so they have a security layer for each potential
attack vector.
“The number of threats
continues to grow; we now
have over 500 million malware samples in the wild,
which is a lot – you can’t just
use signatures for each file to
detect them,” he said.
“Also, there’s something
that’s called malware as
a service, which basically
means bad guys can develop
custom pieces of malware for
each threat sector, and they all
look different from each other,
although they have the same
functionality.
“We started developing machine learning algorithms for
the business spectrum mostly

Liviu Arsene,
senior e-threat analyst
at Bitdefender

because they are able to understand how these threats
behave. Even if they haven’t

seen the malicious file before,
they know how each specific
threat is supposed to behave

in that business environment.
“Because we’ve been doing it and tuning it since 2001,
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we’ve become pretty good at
it. We have tons of patents on
machine learning algorithms
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patented and it ensures the
best protection for each particular security layer.”
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. . . everything we develop in
terms of technologies, we try
to make sure it’s unique, it’s

