
echnically speaking, UTM stands for ‘unified threat 
management’, a term which originally referred to 
hardware appliances designed to combine security 

measures including a firewall, intrusion detection and an-
ti-virus software, all housed within a single box.

Today, however, UTM goes beyond the box. Unified threat 
management has evolved into a largely virtual cluster of 
functionalities, including anti-spyware, anti-spam, content 
filtering, leak prevention, intrusion prevention and more.

“Firewalls are not going anywhere, they’re just evolv-
ing,” said Karl Kearney, solutions architect at Integrity 360. 
“They’ve become a single point of multilayer protection. The 
term ‘UTM’ has also evolved into ‘Next Generation Firewall’, 
and old firewalls don’t provide the full depth of security that 
NGFWs now offer. Features like IPS, Anti-Malware, URL/
Application filtering, when enabled, cover the gaps that old 
firewalls can’t.”

‘UTM’, then, might soon be out of date as terminology. What 
we’re dealing with now is security that’s centralised by default. 

“People still talk about UTM, but ultimately everything 
is UTM now,” said Michael Conway, founding director of 
Renaissance Contingency Services, a leading IT security 
distributor and business continuity consultancy. 

“UTM came along when people were starting to talk about 
grouping together various capabilities in one box, and, in 
effect, most technologies are all in one box today. It’s quite 
like the phrase ‘next gen’, as an example: once everything 
becomes ‘next gen’, does it become ‘gen’ instead, as standard?” 
Regardless, UTM remains crucial to protecting a business 
from threats: “There’s nothing new about it anymore, really, 
but the technology remains the most important part. The 
technology, how it’s embedded, how it’s implemented and 
how it’s managed.”

How UTM is managed, specifically, presents the biggest 
challenge of all. While larger companies will have the re-
sources and expertise to assign a team in-house, outsourcing 
is the more cost-effective option for small- to medium-sized 
businesses. Gavin Carpenter, chief executive of Phonovation, 
Ireland’s largest interactive voice services and SMS compa-
ny, said: “The trend is moving towards UTM services being 
delivered by specialist organisations due to the increase in 
cyber-security threats, and we’re seeing more and more 
subscription services for UTMs, which was not the case before. 
Most businesses today should outsource UTM requirements to 
a specialised company — it’s too expensive to keep these skills 
in-house without the economies of scale of a large team.”

Many of the solutions available seem indistinguishable from 
each other, and experts interviewed advised that while it’s 
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