
important to look for flexibility and customisable options, 
you can’t go too wrong when choosing the product itself. 

Rather, the problems emerge in how you implement it. “The 
reality is that if you get most of the UTM technologies that are 
out there, and you implement them well, you’re going to get 
a similar level of protection,” said Dermot Hayden, Ireland 
country manager of Sophos. “If you implement a good one 
badly, you’ll get very little protection. And if you implement 
a poor one well, you’ll still get a certain degree of protection.” 

Getting the most out of your UTM requires a specific set 
of skills, which the average SME may struggle to source in-
house. “The availability of people with the skills necessary to 
implement UTM properly is limited; they can be quite hard to 
come by, so companies are having the outsource management 
of their firewalls instead,” Hayden added.

Beyond this, keep in mind that ‘out of sight’ should never 
equate to ‘out of mind’. Having the correct infrastructure in 
place is the first step — the next is knowing what to do with 
it. “Typically what we see is people thinking ‘Oh, UTM, we’ll 
put on of those in place and it’ll be the answer to all our 
problems.’ And it’s not!” said Angela Madden, managing 
director of Rits, established in 1990 as the first Irish company 
fully dedicated to information security. 

“You can outsource some of the manual work, reviewing 

the logs and getting the alerts, but you can never outsource 
the responsibility of doing something with that information. 
You’re still responsible for acting on their alerts.”

Others fall into the trap of believing their UTM will do 
everything, protecting against every possible risk, while 
outside an evolving threat landscape sees new viruses, phish-
ing methods and ransomware appear by the day. Madden 
advised: “First off, you need to examine the scope of the 
UTM and what it will provide. It might not cover every kind 
of cyber attack you’re exposed to, or, for that matter, the 
inside threat. You need to be very careful about deciding 
what your precise requirements are before you go looking 

for one of these services.” 
Draw up a list of essentials and ‘nice-to-haves’: “What 

would you want to get out of this system? What will it pro-
vide? And then go to the market. If you’re not clear on what 
you want up front, you risk being sold something that’s not 
actually going to provide any benefit, and might even provide 
very little return on investment in terms of the money it costs.”

Another confusing aspect of unified threat management 
is exactly how ‘unified’ it is. Specifically, is UTM sold in a box 
anymore, or is it purely a virtual product?

“When most people bought UTM technology in the old 
days, they only bought a basic firewall, with maybe some 
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