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impact assessments where
risk is anticipated.
“It also requires privacy to
be baked into products and
services as they are designed
and developed, not just as an
afterthought when they’re
being sold in marketing,” he
said.
From a commercial perspective, accountability and
transparency are at the core of
the GDPR. This means companies taking responsibility
for what they do and benefit
from.
Paul Breitbarth, director
and EU certification research
and senior solutions adviser
at Nymity, explained how to
establish accountability and
ensure compliance with the
GDPR. He said that companies will need to be able to
show exactly what they are
doing with data, not just to
demonstrate to regulators, but
also for their customers and
employees.
“Data protection authorities will take a different approach to what many have
done so far,” he said. “There
will be much more inspections and enquiries from the
data protection officers based
on your privacy programme.”
Companies will be required
to explain what they are doing to protect data, as well
as demonstrate exactly how
they are doing it.
Breitbarth admitted that
accountability will be an administrative burden, but he
claimed it will also benefit the
overall organisation. He said
that by being well organised in
data protection, the company
will be less likely to be investigated. He also suggested that
should something go wrong
– a security breach of some
sort – it will be much easier
to respond quickly. “Finally,”
he said, “I am convinced that
for those of you who process
a lot of personal data, if you
have your house in order, it
will help you to do more with
the data that you haul.”
He said this is not a tickthe-box scenario. Companies
will not be finished on May 25.
“GDPR is here to stay,” he said.
“It requires continuous attention in your organisation. You
will need to regularly revise or
review everything you do; all
your policies and procedures,
your technical organisational
measures . . . Make sure you
review these things on a regular basis.”
The GDPR article 24 does
not specify exactly what
compliance entails, besides
that companies will need
to implement appropriate
tactical and organisational
measures.
“What is appropriate, I can’t
tell you,” Breitbarth said. “It
requires a thorough understanding of your organisation.
What’s appropriate is specific
to your organisational needs.”
This suggests that compliance
is going to vary from company
to company, and even country
to country; privacy will have
an altered understanding in
different cultures.
Brexit will complicate the
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GDPR. Currently, Irish businesses can freely transfer personal data between Ireland
and their British counterparts
because Britain is part of the
EU. When that information
leaves the member states to
what is known as a “third
country”, it has strict legal
controls imposed to ensure
the safety of the data.
Gordon Wade, solicitor at
KPMG Legal Services, highlighted that the GDPR will
predate the Article 50 Brexit
process.
“This means the GDPR will
be law of the land in Britain

from May 25 until Britain
leaves the EU,” Wade said.
This will make Britain, including Northern Ireland, a
“third country”, equivocal to
Canada, the US or Australia.
Wade indicated that Britain is addressing this issue by
drafting the 2017 Data Protection Bill, which is essentially a
copy and paste of the GDPR.
He said there are three possible scenarios that could result.
“The first involves the commission doing a whole review
of Britain’s data protection
law regime, as it has done
with 12 other states so far,

and determining that Britain
will protect personal data of
EU citizens to the same level
of that provided under EU
law,” he said. This would be
the most comprehensive avenue, Wade said, and one that
Britain is most likely to want
to go down. This approach,
he said, would be based on
adequacy findings.
“Another approach would
be more involved with the
EFTA, where the GDPR would
be built into a trade agreement,” Wade said. “This is
how Norway do it, meaning
that GDPR would have effect

in Britain, acting as though
Brexit never happened.”
He said the third model is
the Swiss model. “This requires Switzerland to adopt
GDPR wholesale as in the EU
and maintain a level of adequacy going forward.”
However, he emphasised
that it is unlikely that the Norwegian or Swiss models will
be adopted. “It’s most likely
that the adequacy findings
route will be adopted,” he
said. “The problem with this
is that there is no definitive
answer to this idea yet. There
is no guidance of decision
made on this yet.”
In the interim, there are
options for Irish businesses.
They can look into standard
contractual clauses, which
have data protection provisions built in, allowing transfers to “third countries”. The
issue here, Wade said, is that
they are subject to challenge
in the Irish high court at the
moment by our data protection commissioner. He added: “From an internal group
structure perspective, you
can look at refining corporate
rules and codes of practice,
getting commission-approved practices allowing
data transfers to third countries.”
A third option would be at
a government level, he said.
“Bilateral agreements, such
as safe harbour, which is now
invalid. But such agreements
take time and negotiation,
which costs a lot of money.”
So what is the outlook for
Irish businesses? With the
adequacy findings approach,
a review every four years is
necessary.
“This becomes a suggestive issue because looking
at Snooper’s Charter, who
granted sweeping surveillance powers to law enforcement to use personal data, led
to a CIA sort of perspective
that the EU just doesn’t have,”
Wade said.
“The court of justice has
expressed its dissatisfaction
with the extent of that turnout. So that’s an issue if Britain
don’t get adequacy at all, or
don’t maintain it.”
Aside from Brexit, Grant
Erasmus, chief operating officer at Perception Data Consulting, said GDPR should be
used as “a blueprint over a
company’s overall system”.
He said that by establishing
a new culture of compliance
with the GDPR, it will become
natural. “By changing the
perception from avoidance
to adoption, it will become
part of the daily routine, privacy by default,” he said.
Paul Toner, partner in management consulting at KPMG,
echoed these sentiments,
suggesting that in order to
establish a culture of compliance, key issues need to be
made real to senior management, and a top-to-bottom
education on the matter must
be established. He said that
conveying that trust to customers will be difficult initially, but informing customers
is the key to accountability.
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Erasmus suggested that the
GDPR can be used to enhance
a company, by offering value
to their customers. He pointed
to the consequences of companies that had lost customers based on a loss of trust,
denting their reputation in
the process.
However, the overall impression of the GDPR seems

to be that it is reverting back
over a period of unethical behaviour of trading personal
data between organisations to
enhance sales. In this sense,
value is not being added, but
rather, ethically questionable
behaviour is being halted and
control of personal information is being given back to individuals.

Overall, there was a stern
sense that people are aware of
the consequences of not complying with the GDPR when
it comes into force. However, with so much uncertainty
around exactly how to comply, it seems for now that the
GDPR will bring a trial and
error period, at least initially,
come May 25.

RENAISSANCE, IRELAND’S LEADING DATA SECURITY
DISTRIBUTOR IS DELIGHTED TO INTRODUCE OUR
INAUGURAL CYBER DATA AND COMPLIANCE EXPO ON
WEDNESDAY, 29TH NOVEMBER 2017 AT THE
IRISH MANAGEMENT INSTITUTE (IMI), DUBLIN.

www.cyberexpoireland.ie
Renaissance is delighted
to announce that the
inaugural Cyber Data and
Compliance Expo will
take place on Wednesday, 29th November 2017
at the Irish Management
Institute (IMI), Dublin.
Renaissance has been
a trusted partner to Irish
resellers and their customers for over 30 years.
They introduce new,
cutting edge and industry
leading Data Security and Compliance solutions into the
Irish market and have helped implement circa 20 new
security solutions over the past 5 years. Now, responding
to market pressure and an increased customer demand
to understand practical solutions to avoid or recover from
cyber-attacks, Renaissance has brought together key
global leaders in the cyber solutions space. This 1-day
expo will bring together the whole ‘cyber ecosystem’- vendors, resellers, end-user IT experts, and general business
thought-leaders, keen to understand what they can do to
mitigate security risks to their business.

Michael Conway, Director,
Renaissance

Michael Conway, Director at Renaissance states that
“The need for such an event has been evident for some years and with the advent
of GDPR and the increased Cyber threats and risks facing Organisations, Renaissance believes that it is our duty as the leading Data Security Distributor in the
Island of Ireland to deliver this ‘All-Ireland’ event. The event will differ from traditional conferences allowing for a much more interactive approach for different types of
customer to discuss their requirements and find the most appropriate solutions for
their needs. We are also delighted
that so many Security Vendors,
Partners and Industry Experts
have chosen to support this event
and make it possible, including our
trusted media sponsor, the Sunday
Business Post”.

